Policies on e-mail use for organizing (possible “spam”):

Executive Summary:
AOL seems least punitive, but they don’t save their mail in a way that is easy to substitute our messages.  Earthlink would work, and isn’t too restrictive. And I use Earthlink DSL at home with general satisfaction, so I could support it.  And Earthlink would work well with Mozilla or Internet Explorer.  And we could migrate the existing email from AOL to Earthlink which said they use fully standard based mail storage formats.
Bold underlined text below emphasized by Dave Harris
HostRocket:

http://tos.hostrocket.com/ 
Agreement Between HostRocket.Com And All Customers

Unsolicited Electronic Mail. You are expressly prohibited from sending unsolicited bulk mail messages ("junk mail" or "spam"). This includes, but is not limited to, bulk-mailing of commercial advertising, information announcements, and political tracts. Such material may only be sent to those who have specifically requested it. Malicious or threatening email is also prohibited. We reserve the right to immediately deactivate your use of our service if we discover such activity. Further, you agree to indemnify and hold us harmless from any claim resulting from your use or distribution of electronic mail services through the service provided through this Agreement. Anyone using our services for spamming will be immediatly subject to a $250 cleanup/network abuse fee.

http://faq.hostrocket.com/index.php?page=index_v2&id=104&c=6 

Can HostRocket customers operate mailing lists?
Yes. While there is a limit of a few hundred recipients per mailing on email sent via our shared servers If you are sending email to a list of people through a mail client, there is a limit on the number of people that can be sent to in one message. This limit is based upon server timeouts and the fact that for every 50 recipients in a message the server imposes a slight pause before continuing with the rest of the SMTP transaction.

---------------------------------------------------------------------------------------------- 
Earthlink:  

http://www.earthlink.net/about/policies/use/ 
“2. VIOLATIONS OF EARTHLINK'S ACCEPTABLE USE POLICY 

The following constitute violations of this AUP:

…

g. Unsolicited commercial email/Unsolicited bulk email. Using the Services to transmit any unsolicited commercial email or unsolicited bulk email. Activities that have the effect of facilitating unsolicited commercial email or unsolicited bulk email whether or not that email is commercial in nature, are prohibited.  ….”
------------------------------------------------------------------------------------------------------ 

ISP’s that belong to the ISPA (numerous ISP’s):
http://www.ispa.org.za/code/code_of_conduct.html 

Unsolicited bulk mail
7. ISPA members will not send or promote the sending of unsolicited bulk email and will take reasonable measures to ensure that their networks are not used by others for this purpose.

 8. ISPA members must provide a facility for dealing with complaints regarding unsolicited bulk email originating from their networks and must react expeditiously to complaints received.
------------------------------------------------------------------------------------------------------ 
AOL:

http://postmaster.aol.com/guidelines/bulk_email.html
AOL Unsolicited Bulk E-mail Policy
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America Online, Inc. ("AOL") does not authorize the use of its proprietary computers and computer network (the AOL Network") to accept, transmit or distribute unsolicited bulk e-mail sent from the Internet to AOL members. In addition, Internet e-mail sent, or caused to be sent, to or through the AOL Network that makes use of or contains invalid or forged headers, invalid or non-existent domain names or other means of deceptive addressing will be deemed to be counterfeit. Any attempt to send or cause such counterfeit e-mail to be sent to or through the AOL Network is unauthorized. Similarly, e-mail that is relayed from any third party's mail servers without the permission of that third party, or which employs similar techniques to hide or obscure the source of the e-mail, is also an unauthorized use of the AOL Network. AOL does not authorize anyone to send e-mail or cause e-mail to be sent to the AOL Network that violates AOL's Terms of Service. AOL does not authorize the harvesting or collection of screen names from the AOL service for the purpose of sending unsolicited e-mail. AOL reserves the right to take all legal and technical steps available to prevent unsolicited bulk e-mail or other unauthorized e-mail from entering, utilizing or remaining within the AOL Network. Nothing in this policy is intended to grant any right to transmit or send e-mail to, or through, the AOL Network. AOL's failure to enforce this policy in every instance in which it might have application does not amount to a waiver of AOL's rights.

Unauthorized use of the AOL Network in connection with the transmission of unsolicited bulk e-mail, including the transmission of counterfeit e-mail, may result in civil and criminal penalties against the sender, including those provided by the Computer Fraud and Abuse Act (18 U.S.C. 1030 et seq.) and the Virginia Computer Crimes Act (Va.Code Ann. 18.2-152.2 et seq.) (amended effective July 1, 2003). Civil and criminal penalties may also apply to e-mail transmitted to the AOL Network in violation of the CAN-SPAM Act of 2003.

[The Computer Fraud and Abuse Act above seems to be a general break-in prohibition with emphasis on financial institutions.  The other two are pointed at spam:    ]
-------------------------------------------------------------------------------------------------------------------------------- 
Virginia Computer Crimes Act:

§ 18.2-152.3:1. Transmission of unsolicited bulk electronic mail (spam); penalty. 

A. Any person who: 

1. Uses a computer or computer network with the intent to falsify or forge electronic mail transmission information or other routing information in any manner in connection with the transmission of unsolicited bulk electronic mail through or into the computer network of an electronic mail service provider or its subscribers; or 

2. Knowingly sells, gives, or otherwise distributes or possesses with the intent to sell, give, or distribute software that (i) is primarily designed or produced for the purpose of facilitating or enabling the falsification of electronic mail transmission information or other routing information; (ii) has only limited commercially significant purpose or use other than to facilitate or enable the falsification of electronic mail transmission information or other routing information; or (iii) is marketed by that person acting alone or with another for use in facilitating or enabling the falsification of electronic mail transmission information or other routing information is guilty of a Class 1 misdemeanor. 

B. A person is guilty of a Class 6 felony if he commits a violation of subsection A and: 

1. The volume of UBE transmitted exceeded 10,000 attempted recipients in any 24-hour period, 100,000 attempted recipients in any 30-day time period, or one million attempted recipients in any one-year time period; or 

2. The revenue generated from a specific UBE transmission exceeded $1,000 or the total revenue generated from all UBE transmitted to any EMSP exceeded $50,000. 

C. A person is guilty of a Class 6 felony if he knowingly hires, employs, uses, or permits any minor to assist in the transmission of UBE in violation of subdivision B 1 or subdivision B 2. 

(2003, cc. 987, 1016.)
------------------------------------------------------------------------------------------------------------The CAN-SPAM Act of 2003:
http://www.spamlaws.com/federal/108s877.html
`Sec. 1037. Fraud and related activity in connection with electronic mail 

`(a) IN GENERAL- Whoever, in or affecting interstate or foreign commerce, knowingly--

`(1) accesses a protected computer without authorization, and intentionally initiates the transmission of multiple commercial electronic mail messages from or through such computer,

`(2) uses a protected computer to relay or retransmit multiple commercial electronic mail messages, with the intent to deceive or mislead recipients, or any Internet access service, as to the origin of such messages,

`(3) materially falsifies header information in multiple commercial electronic mail messages and intentionally initiates the transmission of such messages,

`(4) registers, using information that materially falsifies the identity of the actual registrant, for five or more electronic mail accounts or online user accounts or two or more domain names, and intentionally initiates the transmission of multiple commercial electronic mail messages from any combination of such accounts or domain names, or

`(5) falsely represents oneself to be the registrant or the legitimate successor in interest to the registrant of 5 or more Internet Protocol addresses, and intentionally initiates the transmission of multiple commercial electronic mail messages from such addresses,

or conspires to do so, shall be punished as provided in subsection (b).

Hotmail (a part of the MSN network):

https://registernet.passport.net/images/HMSA_1033.html 
NO SPAM; DAMAGES
Microsoft will immediately terminate any account which it believes, in its sole discretion, is transmitting or is otherwise connected with any spam or other unsolicited bulk email. In addition, because damages are often difficult to quantify, if actual damages cannot be reasonably calculated then you agree to pay Microsoft liquidated damages of $5 (US Currency) for each piece of spam or unsolicited bulk email transmitted from or otherwise connected with your account, otherwise you agree to pay Microsoft's actual damages, to the extent such actual damages can be reasonably calculated.
http://privacy.msn.com/tou/ 
5. SPAM IS PROHIBITED AND CAUSES DAMAGE; SPAM FILTERING TECHNOLOGY 

Without limiting the generality of Section 4, you will not use the MSN Web Sites to transmit, either directly or indirectly, any unsolicited bulk e-mail or unsolicited commercial e-mail. You will not use the MSN Web Sites in any way that violates the Microsoft Anti-Spam Policy. You may view the Anti-Spam Policy at privacy.msn.com/anti-spam. A breach of any part of the Anti-Spam Policy is a breach of this Agreement. Microsoft may use filtering technology or other measures in its efforts to stop unsolicited bulk e-mail and unsolicited commercial e-mail, and if your use of the MSN Web Sites includes e-mail related services, then such filtering technology or other measures may block, either temporarily or permanently, some e-mail sent to you through the MSN Web Sites even if such e-mail does not violate the Anti-Spam Policy. 

------------------------------------------------------------------------------------------ 

Google’s Gmail service:

Prohibited Actions

In addition to (and/or as some examples of) the violations described in Section 3 of the Terms of Use, users may not: 

· Generate or facilitate unsolicited commercial email ("spam"). Such activity includes, but is not limited to 

· sending email in violation of the CAN-SPAM Act or any other applicable anti-spam law 

· imitating or impersonating another person or his, her or its email address, or creating false accounts for the purpose of sending spam 

· data mining any web property (including Google) to find email addresses 

· sending unauthorized mail via open, third-party servers 

· sending emails to users who have requested to be removed from a mailing list 

· selling, exchanging or distributing to a third party the email addresses of any person without such person's knowing and continued consent to such disclosure 

· sending unsolicited emails to significant numbers of email addresses belonging to individuals and/or entities with whom you have no preexisting relationship

------------------------------------------------------------------------------------------------------------- 
Yahoo:
	Universal Anti-Spam Policy 


	


	Yahoo! encourages you to use our service as long as you abide by the Yahoo! Terms of Service and Yahoo!'s prohibition on spamming and unethical marketing activities. The following are some examples of spamming that may violate the Terms of Service and Yahoo!'s Universal Spam Policy:

· Manipulating identifiers, such as email headers, to disguise the origin of any content transmitted to or through Yahoo! computer systems.

· Relaying email from a third party's mail servers without the permission of that third party.

· Using or causing to be used Yahoo! computer systems to facilitate the transmission of unsolicited or unauthorized material. This includes any promotional materials, URLs, "junk mail," "chain letters," "pyramid schemes," or any other form of unauthorized solicitation that you may upload, post, email, transmit, or otherwise make available.

· Using "robots" or otherwise harvesting other's email addresses from the Yahoo! site for purposes of sending unsolicited or unauthorized material.

· Uploading, posting, emailing, or transmitting the same message, URL, or post multiple times.

· Disrupting the normal flow of dialogue, or causing the screen to "scroll" faster than other users of the service are able to type, or otherwise acting in a manner that negatively affects other users' ability to engage in real-time exchanges.

Certain Yahoo! services may have additional spam guidelines explaining appropriate conduct for those services. Those additional policies are incorporated by reference into the Yahoo! Universal Spam Policy. It is the user's responsibility to check each property's guidelines for additional details regarding spam.

Violations of our Terms of Service or this Universal Spam Policy may result in legal action against you and the termination, without notice, of your Yahoo! ID and/or anything associated with it, including, but not limited to, email accounts, clubs, posts, home pages, and profiles. Nothing in this policy is intended to grant any right to transmit email to or through Yahoo! computer systems. Yahoo! does not waive any rights by the failure to enforce this policy in every instance in which it might apply.

NOTICE: Sending unsolicited email advertisements to or through Yahoo! computer systems will use or cause to be used Yahoo! servers located in California. Any unauthorized use of Yahoo! computer systems is a violation of the Yahoo! Terms of Service, Universal Spam Policy, and certain federal and state laws, including the Computer Fraud and Abuse Act (18 U.S.C. § 1030 et seq.), Section 502 of the California Penal Code, and Section 17538.45 of the California Business and Professions Code. Such violations may subject the sender and his or her agents to civil and criminal penalties.

Please report violations of this Universal Spam Policy. Learn more about how to report spam.


	Related Links


	Below are links to third-party sites with information relating to spam.

	· SpamCop.net 

· spam.abuse.net 
	· JunkEmail.org 

· CAUCE 


---------------------------------------------------------------------------------------- 

From the California Business and Professions Code:

http://www.leginfo.ca.gov/cgi-bin/waisgate?WAISdocID=1785303066+0+0+0&WAISaction=retrieve  
17538.45.  (a) For purposes of this section, the following words

have the following meanings:

   (1) "Electronic mail advertisement" means any electronic mail

message, the principal purpose of which is to promote, directly or

indirectly, the sale or other distribution of goods or services to

the recipient.

   (2) "Unsolicited electronic mail advertisement" means any

electronic mail advertisement that meets both of the following

requirements:

   (A) It is addressed to a recipient with whom the initiator does

not have an existing business or personal relationship.

   (B) It is not sent at the request of or with the express consent

of the recipient.

[I don’t think we meet the definition of section 1, so section 2 doesn’t matter.  -dch]
From http://www.spamcop.net/fom-serve/cache/125.html :
First of all, SpamCop users should know what is and is not appropriate to report as spam to SpamCop.

· Spam is unsolicited bulk email. Not all bulk email is spam. Not all commercial email is spam. Email must be unsolicited and bulk in order to be spam. Unsolicited email is email the recipient did not (explicitly or implicitly) agree to receive. If the recipient agreed to receive it, then it is not spam.

· Bulk email can be split into two categories: Opt-in and Opt-out. Opt-in is email that an individual requested or agreed to receive. Many legitimate mailers use opt-in methods for marketing. Individuals are responsible for reading and understanding a company's privacy policies and acceptable use policies (if applicable) before submitting an email address. If a privacy or acceptable use policy clearly states that signing up for the service results in receiving marketing or commercial email, then the individual has "opted-in" to receive email and that email is not spam. Individuals also implicitly opt-in for email regarding a purchase or transaction; for example, when buying an airline ticket via the web, the purchaser receives an emailed purchase confirmation, which is not spam. With opt-out email, the sender adds an email address to a mailing list without prior consent, then asks the recipient to request removal (or "opt-out") if he does not want to continue to receive email. Opt-out email is unsolicited and is by definition spam.

· Spam is bulk email. If someone writes to an individual personally, one-on-one, to ask a question or inquire about a post made to a newsgroup or website, then that is not spam, even if it contains commercial or marketing content. However, email containing the recipient's name is not always legitimate. For example, if someone writes a personalized message, but fails to address any subject which is specific or relevant to the recipient ("Kelly, get the lowest prices on prescription drugs!" is an example), it is safe to assume the message is spam.

There are some categories of email that do not fit clearly into the opt-in or opt-out category.

…

Confirmation requests 

Confirmed opt-in mailing lists (sometimes called double opt-in) mailing lists are considered best practice. Confirmed mailing lists require the would-be subscriber to provide a positive response to an initial email. For example, the recipient must respond to an email or click on a link in an email. Occasionally, confirmation requests are misdirected, usually due to innocent typing errors. If one receives a single misdirected confirmation message, do not report it as spam. Sometimes spammers attempt to disguise spam as confirmation messages. The recipient must use good judgment in this instance. Confirmation messages should not include any explicit marketing information.

Confirmation messages should include information about how they were generated. For example, they might reference a specific website URL. Ideally, they will also provide specific information about the numeric Internet (IP) address responsible for creating the confirmation. However, not all confirmation messages include this sort of detail, so again, use good judgment in determining if this is spam.

…

Unsubscribing 

On January 1, 2004, the CAN-SPAM Act became law in the US. (CAN-SPAM is an acronym for Controlling the Assault of Non-Solicited Pornography And Marketing). CAN-SPAM requires all unsolicited commercial email contain a label of unsolicited commercial email (although it doesn't require a particular method or label), a working unsubscribe mechanism and a physical address for the sender. It also prohibits the use of forged or falsified headers and misleading or deceptive subject lines. Many legitimate senders are complying with some or all of the provisions of the CAN-SPAM act, but so are many spammers. CAN-SPAM compliance is not necessarily a reliable way to distinguish solicited from unsolicited email. Be aware that CAN-SPAM requires that an individual be removed from a list upon request.

--------------------------------------------------------------------------------- 
From http://spam.abuse.net/overview/whatisspam.shtml :
What is spam?

Spam is flooding the Internet with many copies of the same message, in an attempt to force the message on people who would not otherwise choose to receive it. Most spam is commercial advertising, often for dubious products, get-rich-quick schemes, or quasi-legal services. Spam costs the sender very little to send -- most of the costs are paid for by the recipient or the carriers rather than by the sender.

There are two main types of spam, and they have different effects on Internet users. Cancellable Usenet spam is a single message sent to 20 or more Usenet newsgroups. (Through long experience, Usenet users have found that any message posted to so many newsgroups is often not relevant to most or all of them.) Usenet spam is aimed at "lurkers", people who read newsgroups but rarely or never post and give their address away. Usenet spam robs users of the utility of the newsgroups by overwhelming them with a barrage of advertising or other irrelevant posts. Furthermore, Usenet spam subverts the ability of system administrators and owners to manage the topics they accept on their systems.

Email spam targets individual users with direct mail messages. Email spam lists are often created by scanning Usenet postings, stealing Internet mailing lists, or searching the Web for addresses. Email spams typically cost users money out-of-pocket to receive. Many people - anyone with measured phone service - read or receive their mail while the meter is running, so to speak. Spam costs them additional money. On top of that, it costs money for ISPs and online services to transmit spam, and these costs are transmitted directly to subscribers.

One particularly nasty variant of email spam is sending spam to mailing lists (public or private email discussion forums.) Because many mailing lists limit activity to their subscribers, spammers will use automated tools to subscribe to as many mailing lists as possible, so that they can grab the lists of addresses, or use the mailing list as a direct target for their attacks. 

--------------------------------------------------------------------------------------------- 
Google gathered multiple definitions:

http://www.google.com/search?hl=en&lr=&oi=defmore&q=define:Spam 
[Our noncommercial messages are targeted to people who are actually likely to be interested in our message, and as such would be unsolicited, but fall outside most of the definitions of “spam”.]
--------------------------------------------------------------------------------------------------- 

Emailabuse.org:
http://www.emailabuse.org/glossary.asp 

Spam-The electronic equivalent of junk mail 

Spamming- The sending of the same message indiscriminately by e-mail to large numbers of people. Also the practice of sending copies of a message to many different newsgroups, with no regard to whether the subject matter is appropriate. Sometimes spams are advertisements. Spamming is considered bad netiquette and very unethical because it not only wastes everyone's time, but also costs money. The sender of the messages does not pay the cost.;. it is paid by the sites of the recipient and others on the route.

----------------------------------------------------------------------------------------- 

Getnetwise.org has good tips for avoiding real spam:

http://spam.getnetwise.org/ 
----------------------------------------------------------------------------------------- 

Intercom.com has some good advice we should be aware of:
http://www.intercomm.com/ehelp.html 

Why am I getting so much spam?   


Many times, the reason you are getting so much spam is as a result of something you have unwittedly done, and didn't even know that doing so will cause you to get more spam.  There are several things that we recommend doing to prevent getting spammed.  

One interesting thing about spammers is that they do not care about the products advertised in their email.  The only way spammers make money is by selling YOUR email address to other spammers for mere pennies.  Make sure they never get your email address in the first place.  Since REAL email addresses are worth more to a spammer than a fake mailbox, or one that someone does not check, most of the junk you get is a method for the spammer to find out if you have a REAL email box that is checked frequently, or a dead one, which is worthless to a spammer.  Spammers build lists of valid email addresses and sell them to other spammers.  Don't get on those lists, once you do, its nearly impossible to be removed.

#1.  NEVER Reply to a spammer.  Doing so tells the spammer you check your email, and that is worth money to them.

#2.  NEVER Click on a "click here to be removed from our mailing list".  This, unfortunately, also tells the spammer that you check your email.  Those links should really read "Click here to get more spam".  Very rarely are these links ever legitimate.  [Yet such “opt-out” links are required by the CAN-SPAM Act of 2003!    – dh]
#3.  Do NOT sign up for anything that requires you have a valid email address.  By doing so, you are giving spammers a brand new email address to spam to.  If you need to use a valid email address to sign up for something that sounds legitimate , we recommend that you set yourself up with a second "disposable" mailbox from a free provider, such as Yahoo! or HotMail.  That way, if the disposable mail box starts getting more junk mail than real email, you wont be burdened by having to tell everyone about your new email address.  [But we’re asking for a legitimate email address to keep them informed!   - dh]

#4.  Turn off your Preview Pane.  Spammers use some very evil tricks to see if you check your email or not.  With a Preview Pane, you can see the entire content of the message, and that will tell the spammer you check your email.  To turn off your Preview Pane in Outlook Express, click on the "View" menu, then "Layout...".  Uncheck the option that says "Show Preview Pane".  This helps when all you want to do is select the message, and delete it.  It also helps to prevent viruses if you have email that is not hosted with us.

#5.  Do NOT Open messages from spammers.  If you have turned your Preview Pane turned off, and you open the message from the spammer, that's as good clicking on a link to "Send me more spam".  Just select the message(s) and delete them.

#6.  Do NOT buy anything advertised by spam.  Buying something advertised to you via spam supports the spammers, and tells them that spamming works to increase their business.  As a result, they will send more and more spam.

#7.  You can forward the spam you get to us.  We STRONGLY recommend that you do not open the message to forward to us, instead, while your Preview Pane is off, you can RIGHT Click on the message or groups of messages, and select "Forward as Attachment".  By doing so, you don't open yourself up to getting more spam and fight it the right way.  Please forward the messages to as attachments spam@

 HYPERLINK "mailto:%73%70%61%6D%40%69%6E%74%65%72%63%6F%6D%6D%2E%63%6F%6D" intercomm.com.  *We cannot offer support if you have changed your Anti Spam Levels in WebMail.

#8.  If you have a WEBSITE or a personal web page, Do NOT use normal links for making your email address public.  Spammers use programs called harvesters which will scan your web pages for email addresses.  The trick to this is to make it not look like an email address to these harvester programs, but to keep a real email address on your website so people can email you just as easily.  Use this page to "encode" your public email address.  Replace your <a href="mailto: link on your webpage with the code provided by http://www.manastungare.com/asp/preventspam.asp. and change the part that reads ">Email</A> to anything but your email address (unless it is encoded), something like, ">email us</A> or ">contact us</A>.

#9.  Last Resort.  Change your email address.  If you follow our advice, and set up a brand new email address, you wont have major spam problems.  **The author of this article follows his own advice and gets only 3 or 4 pieces of spam every six months and has had the same email address for years.  

There are organizations that are dedicated to fighting spam.  Facilities such as http://www.spamhaus.org/ and http://www.mail-abuse.org can give you more info than you ever wanted to know about spam.  We do NOT give /sell / provide / or distribute, in ANY way shape or form, ANY of our customers information to ANYONE, and we have been asked.  We do not even provide any of our customers information to the major credit reporting agencies.  We also do not allow spamming in any way shape or form from our systems.  Doing so will cause major problems for all of our customers, and will get you permanently banned from using our systems.  Don't do it! 

------------------------------------------------------------------------------------------ 

